
Dual-band 802.11a/b/g 
Hybrid Access Point

NWA-3160

Dual-band 802.11a/b/g Hybrid Access Point 
with Built-in Wireless Controller 
Functionality

 Multiple operating modes; 

Access Point, Managed Access 

Point or Wireless Controller

 Centrally manage, configure 

and monitor up to 8 

compatible access points

 Enterprise-class security 

management

 IEEE 802.3af 

Power-over-Ethernet compliant

 Plenum rated housing

ZyXEL's NWA-3160 Dual-band Hybrid Access Point provides built-in Wireless Controller functionality for 

centralised management and configuration of up to 8 compatible wireless access points; this includes the 

NWA-3500 Dual-radio Access Point and the NWA-3550 Dual-radio Outdoor Access Point.  This unique 

access point solution provides businesses with the benefits of traditional Wireless Controller systems but 

at a much lower cost of ownership. Moreover, the hybrid functionality means the NWA-3160 can also 

function as a stand-alone access point, or be managed by another NWA-3160 configured in controller 

mode. 

Easy Deployment, Maintenance and Support

In Wireless Controller mode the NWA-3160 can centrally manage up to 8 compatible wireless access 

points, including the NWA-3500 Dual-radio Access Point and the NWA-3550 Dual-radio Outdoor Access 

Point. For network administrators this means reduced maintenance and support efforts. Rather than 

individually configuring and monitoring each wireless access point, network administrators can centrally 

deploy, manage and control the wireless infrastructure. For example, the network administrator can 

deploy new security profiles or upgrade firmware from a central point. This is especially useful when 

managing multiple access points in difficult to reach locations such as ceilings and loft spaces.

Flexible Installation

NWA-3160 is standard IEEE802.3af PoE compliant. Used in combination with a PoE switch, such as ZyXEL’s 

ES2024PWR, the device can be powered over the Ethernet cable, eliminating the need for external power 

supplies. Combine this with its plenum rating and you have a flexible solution that is suitable for 

placement above drop-down ceilings and raised floors. Further, Dual-band support and detachable 

antennas give the flexibility of selecting from either 2.4GHz or 5GHz radio transmission, or extending 

wireless coverage with ZyXEL’s range of high gain antennas.

Secure

All communication between the controller and managed access points is securely transmitted over an 

encrypted tunnel ensuring sensitive configuration data is safe from hackers. And, since no configuration 

data gets stored on the managed access points, the data is even safe from theft. Combined with the latest, 

standards-based security for wireless data encryption and user authorisation, rogue access point 

detection, and the ability to easily manage and deploy security, NWA-3160 provides network 

administrators with enterprise-class security management.

Scalable

The NWA-3160 can be configured to function as a stand-alone access point, managed access point, or 

controller. Businesses can therefore deploy NWA-3160 as a stand-alone access point, and grow to centrally 

managed system by simply changing the operating mode and adding managed access points. In 

controller mode the NWA-3160 is capable of managing up to 8 access points while also functioning as a 

wireless access point. This provides a scalable solution capable of supporting up to 200 users.



Specifications

System Specifications

Standard Compliance

• Ethernet 

 - IEEE 802.3

 - IEEE 802.3u

 - IEEE 802.3af

 - IEEE 802.1q, VLAN tagging

• WLAN 

 - IEEE 802.11a/b/g

 - IEEE 802.11i

 - IEEE 802.11h

Radio

• Modulation Type

 - 11b: DBQSK, DQPSK, CCK

 - 11a/g: BQSK, QPSK, 16QAM, 64QAM 

• Frequency Band

 - USA: 2.412 to 2.462 GHz; 5.15 to 5.25 GHz, 

  5.470 to 5.725 GHz, 5.725 to 5.825 GHz

 - ETSI: 2.412 to 2.472 GHz; 5.15 to 5.35 GHz, 

  5.470 to 5.725 GHz

 - Taiwan: 2.412 to 2.462 GHz; 5.25 to 5.35 GHz, 

  5.725 to 5.825 GHz

Coverage Range

• 11g

 - Indoor: up to 100 m

 - Outdoor: up to 400 m

• 11a

 - Indoor: up to 80 m

 - Outdoor: up to 200 m

Antenna

• 2 dBi dual band omni detachable antenna

Performance

• Wired Data Rates:10/100 Mbps Auto-sensing

• Wireless Data Rates 

 - IEEE 802.11b (auto-fallback)

   CCK: 11/5.5 Mbps

   DQPSK: 2 Mbps

   DBPSK: 1 Mbps

 - IEEE 802.11g (auto-fallback)

   QAM64: 54/48 Mbps

   QAM16: 36/24 Mbps

   QPSK: 18/12 Mbps

   BPSK: 9/6 Mbps    

WLAN Operation Mode

• AP

• Multiple SSID (Up to 8 SSIDs)

• Bridge/Repeater

Security

• WLAN Access Control List

• WEP 64/128/152

• WPA-PSK, WPA2-PSK

• WPA-Enterprise, WPA2-Enterprise 

• EAP-TLS, TTLS, PEAP, SIM

Management Interface

• HTTP, HTTPS

• Telnet, SSH

• Console

• SNMP v2C, v3

Hardware Specifications

• LAN: One Port 10/100Base-T full duplex RJ-45

• WAN: Configurable 802.11a/b/g

• Reset button: Yes

• Power over Ethernet: Yes

• Power supply: 12 V DC, 1.5 A

Physical Specifications 

• Dimensions: 138.5 (W) x 198.5 (D) x 47.5 (H) mm

• Weight: 420 g

Environmental Specifications

Operating Environment

• Temperature: 0∞C ~ 50∞C

• Humidity: 20% ~ 95% (non-condensing)

Storage Environment

• Temperature: -30∞C ~ 60∞C

• Humidity: 20% ~ 95%

Certification

Radio 

• FCC Part 15C 15.247

• FCC Part 15C 15.407

• EN 300 328

• EN 301 893

• DGT LP0002

EMC

• FCC Part 15B

• EN 301 489-17

• EN 301 489-1

• EN 55022 : 2006

• ICES-003

• AS/NZS CISPR22

Safety

• CSA International

• CSA 60950-1

• IEC 60950-1

• EN 60950-1

• UL 60950-1

• EN 60601-1-2 (Medical Electrical Equipment)

• ANS/UL 2043 Compliant 
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